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Sourcel Q —A Five Step Approach to Protecting and
Optimizing Software I nvestments

I ntroduction

Whether you are an I T or business executive, the chal-
lenge of creating, managing and operating software
directly impacts you and your organization. Software
brings enormous benefits -- facilitating key business
processes, enabling hew products and services, im-
proving our productivity and enhancing competitive-
ness -- but our growing dependence on software has a
price.

We devote an unprecedented share of our budgets to
developing, maintaining and supporting software, and
then run the risk of suffering costly, high impact er-
rors and outages from malfunctions. We must con-
tinually monitor and protect our software from inten-
tional and unintentional harm. And, we are often
hamstrung in our ability to react quickly to new op-
portunities and threats by the difficulty of adapting
our existing software. Complexity is partly to blame
for this state of affairs. Today’s softwareisfar more
complex than its predecessors. A typical business
process relies upon numerous applications from many
sources to automate activities and exchange critical
data. These applications have an increasing number
of “moving parts’ -- program code, objects, compo-
nents, documentation, test cases, spreadsheets and
other scaffolding and supporting functionality.

Watts Humphrey of the Software Engineering Insti-
tute notes that the size of software used for any given
function has been growing by roughly 10 times every
5years.! These parts may be new or old, unique or
shared among many systems, purchased or custom
developed, supported internally or outsourced onshore
or offshore. The complexity and volume of parts
makes supporting and modifying software difficult,
error prone and expensive. There are more breakage
points to compromise stability, a higher likelihood of
introducing errors and greater difficulty to audit and
verify results.

Not surprisingly, astudy performed by Capers Jones
found that the risk of project schedule With duplicate,
overlapping and obsolete parts and versions abound-
ing, smply finding the right pieces for a given appli-
cation or product is a daunting chore. Challenges
aside, companies still need to produce and maintain
software, and they need to do it more productively.

Competitive and financial pressures demand that soft-
ware be delivered faster and cheaper, yet our produc-
tivity in doing so lags significantly behind the leaps
made in hardware performance. We must find inno-
vative ways to improve productivity and focus devel-
opment efforts on activities that provide the greatest
business value. We must eliminate time-robbing
overhead and low-value efforts, and reduce the 40 to
50% of development effort spent on avoidable re-
works.®> We need to be able to benchmark our produc-
tivity and compare it across internal, onshore and off-
shore sourcing options. We need tools and controls to
ensure the quality and integrity of the software pro-
duced by dispersed teams.

Source code is at the heart of all of theseissues. Itis
the medium for translating business logic and require-

“[Source Code] isan irreplaceablere-
pository of accumulated business knowl-
edge, and often the only accurate and com-
plete documentation of the rules by which
the business functions.”

ments into computer executable software. Itisan
irreplaceable repository of accumulated business
knowledge, and often the only accurate and compl ete
documentation of the rules by which the business
functions. A company’s portfolio of source code
represents an enormous investment of human and fi-
nancial resources, isavauable asset in its own right,
and a crucial competitive differentiator.

Source code is both the embodiment of the challenges
described above and the key to solving them. By im-
proving source code quality, and the development and
management processes around it, companies can bet-
ter direct investments to high ROI areas, improve their
productivity in delivering and maintaining software,
and lower their associated costs and risks. Undoubt-
edly, your company aready has tools for managing
and protecting its source code investments. This
white paper, however, proposes a new approach to
understanding and managing your critical source code
investments, one that can yield substantial improve-
ments in both IT and business performance.
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Solution

Traditionally, companies have taken a minimalist ap-
proach to managing their source code, consolidating
code assets into shared libraries and/or Software Con-
figuration Management (SCM) products and relying
on devel opers to use control procedures when access-
ing those assets. When scrupulously followed, this
approach provides a measure of protection and change

“SCPM provides a compr ehensive portal
for analyzing, managing and reporting on a
company’s portfolio of source code assets,
enabling developers, QA engineers, users
and executives to optimize the creation,
maintenance and business value of those
assets.”

auditahility but does not address the multitude of is-
sues affecting software costs and reliability. Taking a
higher level, long-term view of “how, where, when
and by whom” source code is used, provides compa-
nies with awealth of information that:

o dignificantly strengthens monitoring and compli-
ance efforts

¢ highlights ways to improve quality and stability
e exposes potential human and technical risks

e providesinsights on how to obtain breakthrough
improvements in development productivity

e ensuresthat financial and people resources are
directed to areas where they provide the greatest
value

e acceleratesinternal and external knowledge trans-
fer

Sourcel Q' s flagship product, Sour ce Code Portfolio
Manager (SCPM) helps companies achieve this
higher-level view. SCPM provides a comprehensive
portal for analyzing, managing and reporting on a
company’ s portfolio of source code assets, enabling
developers, QA engineers, users and executivesto
optimize the creation, maintenance and business value
of those assets. Through its seamless integration with
existing SCM and version control tools, SCPM offers
a consistent model for measuring and monitoring
source code located anywhere in a company’ s portfo-

lifecycle. Moreover, SCPM’s deep, broad analytical
and dashboard capabilities can be personalized to
meet the needs of stakeholders throughout the organi-
zation, allowing critical information to be viewed on a
real-time or historic basis, and organized and analyzed
at departmental, team, project, application or individ-
ual levels.

A fundamentally different approach to source code
asset management, SCPM gives executives and man-
agers an entirely new set of capabilities to address
their software challenges. SCPM can provide imme-
diate benefit by solving current source code manage-
ment issues; however, it can deliver even greater value
when its sophisticated capabilities are harnessed to
improve the productivity and business alignment of
development efforts.

Approach

Sourcel Q views source code management as the best
means of protecting and optimizing software invest-
ments as well as a foundation for improving the proc-
esses used to develop, enhance and support software.
Sourcel Q' s approach for implementing optimal source
code management relies on a combination of fivein-
creasingly powerful levels of capabilities as shownin
thefigure 1 below. These levels build from basic ca
pabilities -- creating a compl ete inventory of source
code assets and establishing control over multiple
SCM environments — to more sophisticated capabili-
ties for improving quality, productivity and business
alignment. Each capability builds upon its predeces-
sors and offers an ever larger set of benefits. SCPM
supports actionsin all five levels and provides the
platform and insights to enable companies to progress
to higher capabilities levels.

Companies differ widely in terms of benefit needs and
existing source code management capabilities. You
can establish your company’s position within this
model based on the strength of your current source
code management tools and practices, and your spe-
cific improvement needs. Y ou can use SCPM to
strengthen and gain greater benefits from your current
capability level, and you can leverage SCPM to move
to higher levels of capabilities at your own pace.
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1. Inventory — Set the Foundation

Goal: Find and organize your organization’s source
code

Thefirst step to optimal source code management is
creating an inventory of those assets. As shown by
past Y ear 2000 remediation efforts, this step is often
surprisingly difficult to accomplish. Source code as-
sets exist in many versions and are typically scattered
across SCM tools, shared libraries and developer’s
personal files. Components may also be mismatched,
missing or incomplete. Capturing non-traditional
code assets, such as Excel files, is also important, yet
standard version control tools and practices often
overlook them. The next step isto organize and cate-
gorize these code components into more meaningful
higher level units, such as applications, products, ser-
vices, processes, etc. for reporting and management
purposes. This categorization identifies version de-
pendencies, uncovers components shared by multiple
applications, enablesimpact analysis and ensures all
necessary components can be found when modifica-
tions are required.

Benefits

An organization can implement the inventory step
tactically or strategically. If your organization fre-
quently loses time or suffers from production errors
due to missing source code or version mismatches, the
inventory process and basic source code controls will
immediately cut development and production failure
costs and lower risks of future failures. Developing
an inventory is also a valuable tactic to ensure that all
necessary source components are found and turned
over in the case of an application outsourcing engage-
ment or as part of amerger or acquisition. Strategi-
cally, acomplete inventory isthe foundation for ele-
vating all source code management practices, and if

all source code isincluded, provides a company with a
full view of its entire source code investment.

SCPM facilitates all aspects of this step, capturing
information from network files and SCMsiif they ex-
ist. Where version control systems are absent, SCPM
puts business logic under active management ensuring
back up/recovery and audit trails for source code as-
sets. SCPM’s metadata capabilities enable organiza-
tions to categorize and track source in any necessary
manner.

Improve bus.
performance

-- lower unit cost

-- align invest.

-- time-to-market

Improve IT
performance
-- productivity
-- reusability
-- dev process

Make informed
decisions

-- SLAs

-- Investments
-- Root causes

Reduce risks
and failures

Track
changes and
individuals

Control

Know what
you have

Organize
source by
category

Inventory

Improve
Optimize

Measure

Chaos, lack One or more
version control { SCMs
Need to find/
identify source

Needs

Minimal mgmt
No global view

Desire closer
alignment w/
business.

Need insight
on stability,
quality, risk &
productivity

Want higher
productivity,
better dev.
processes

Figure1l—SCPM’sFive Levels
of Source Code M anagement
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2. Control — Manage Components

Goal: Institutionalize active management of source
code

Companies at this level typically have version control
practices in place and one or more SCMs deployed.
Specific practices tend to vary by team, and the com-
pany lacks aglobal view across all of its source code
assets. Crossteam and SCM insight iscritical for
compliance efforts (such as providing audit trails for
Sarbanes-Oxley); it ensures the integrity of business
processes that involve multiple applications from mul-
tiple teams, and supports outsourced/offshored devel-
opment where work efforts are distributed across
teams and time zones. By providing non-disruptive
integration with existing SCMs, SCPM centralizes
source code management while allowing teams to
continue using existing tools and practices. This capa-
bility provides transparency across all development
and support efforts and establishes a chain of connec-
tion between development teams, applications and
business processes.

Once the connections are in place, SCPM’ s analysis
and reporting capabilities enable active control and

“Theresult ishigher levels of business
application availability from more stable
applications, fewer reworks and production
errors, and lower risk from accidental and
malicious code modifications.”

management of source code, controlling access to
source code, capturing information on who is chang-
ing what code, creating an audit trail and identifying
potential risks. Managers can confirm code origina
tion before sign-off, flag non-qualified code insertions
and identify unnecessary churn in the code base.
These controls are especially important when manag-
ing efforts that cross organizationa boundaries and
involve multiple versions of source code for develop-
ment, testing, QA and production. SCPM helpsto
identify and prevent code conflicts and incompatibili-
ties. It highlights potential risks resulting from hasty
changes such as emergency production fixes and last
minute modifications to pending software releases.
Complete control and reporting avoids surprises and
minimizes risk when developing, maintaining, testing
and upgrading applications. Theresult is higher levels
of business application availability from more stable
applications, fewer reworks and production errors, and
lower risk from accidental and malicious code modifi-
cations.

3. Measure— Gain Insight

Goal: Find issues and opportunities

The ability to use metrics to gain factual information
to better manage software portfolios and software
development and support processes provides break-
through benefits, and is a key differentiator between
SCPM and standard methods of source code manage-
ment. The previous levels solve immediate issues by
establishing foundational controls, but metrics enable
proactive management and targeted improvements to
achieve sustainable, long-term gains in productivity,
quality, and cost efficiency.

By sitting above and across existing SCMs and cen-
tralizing and aggregating information from many
sources, SCPM delivers abig picture view of perform-
ance across teams, applications and locations.
Through a series of customized tools, dashboards and
reports, it provides objective insights into areas such
as development team productivity and code quality,
alowing usersto identify and assessrisks early on,
verify their perceptions with factual data, and target
efforts to the areas that will provide the greatest bene-
fit.

Monitoring code changes provides a means of measur-
ing productivity, which in turn is useful for evaluating
performance, comparing sourcing alternatives, identi-
fying bottlenecks and setting performance objectives
for outsourcing service level agreements (SLAS). As
shown in figure 2, productivity numbers enable man-
agers to monitor and compare progress by teams, indi-
viduals and delivery partners. Knowledge of histori-
cal performance provides a benchmark for SLAS, and
isapredictor of future performance. It aso helps
minimize unexpected events and issues. For example,
if ateam has historically delivered an average of 350
lines of fully debugged code (LOCs) per week, isit
reasonable to assume that the team could produce the
800+ LOC per week needed to meet alooming dead-
line? Should the manager add resources to boost pro-
ductivity or shift the deadline? Productivity informa
tion is also useful for:

e I|dentifying and understanding dependence on
specific individuals

e  Comparing the relative cost/performance of off-
shore development to interna development

e Vadlidating progress against development mile-
stones
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Figure 2: Productivity Comparison

Equally important is the ability to measure volatility,
which isthe level of change to a unit of source code.
Volatility isan indicator of quality, stability, risk and
potential reusability, and is avaluable adjunct to ap-
plication portfolio assessments. High volatility indi-
cates “hot spots’ of potential risk and targets for root
cause assessments, code improvements and increased
attention in test plans. Studies have shown that ap-
proximately 80% of defects come from 20% of the
modules, about half the modules are error free, and the
amount of change isakey contributor to error-
proneness.® As shown in figure 3, volatility, or the
lack of it, isalso aprimeindicator of stability when
deciding whether a software release is ready to ship.
By monitoring volatility, SCPM can also alert manag-
ers when code that should be “locked down” isn't. On
the positive side, volatility can highlight particularly
important modules as candidates for software reuse
efforts.

4. Improve — Enhance Performance

Goal: Making meaningful improvements to the devel-
opment process, individual and team productivity and
code quality

This stage moves beyond basic source code manage-
ment to improve the efficiency and effectiveness of IT
and devel opment processes, people productivity and
utilization, and enhance the quality of the company’s
application portfolio. SCPM provides abundant cur-
rent and historical information to identify and rank
improvement opportunities, and can verify if expected
benefits were received after implementing the im-
provements. For example, past productivity trends
provide a solid baseline for validating devel opment
estimates, while current data verifies whether

PROICCT T ANALYSS
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Figure 3: Evaluating Release Stability

those estimates are being met during project execu-
tion. If used correctly to improve the estimation proc-
ess, the variance between estimates and actual per-
formance should decrease over time, leading to
greater predictability and more accurate project budg-
eting. Contrasting team and individual productivity is
an excellent means for identifying, harvesting and
propagating best practices, and highlights which tools,
training, technologies and skill sets are more effective
than others. Individuals can strengthen their own
skills and estimating abilities by using SCPM to better
understand their own productivity characteristics and
support disciplined personal practice efforts such as
the Personal Software Process developed by Watts
Humphrey in conjunction with the Software Engineer-
ing Institute.*

Reducing resources spent on activities that provide
marginal benefit isahighly effective way of enhanc-
ing productivity and business value delivery. For in-
stance, one research study shows that as little as 3% of
the programs in atypical application account for as
much as 80% of the overall costs of supporting that
system.®> Improving the quality of this small percent-
age of programs should reduce support costs and pro-
vide significant financial and productivity benefits;
spending resources on the remaining programs would
offer little or even negative return on investment.
Correlating volatility data (rate of change) with pro-
duction defect data identifies lucrative opportunitiesto
address root cause issuesin code quality aswell asin
the processes used to develop, modify and test prob-
lematic modules. The result is fewer production er-
rors, higher system stability and significant resource
savings from reducing reworks.
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5. Optimize — Manage for the Long
Term

Goal: Institutionalize source code controls

The highest level in source code management is
achieving alignment between source code investments
and the business objectives for those investments.
While few executives are interested in the technical
aspects of source code, abstracting, organizing and
presenting critical performance information in a
graphical and metrics-oriented format permits mean-
ingful communication between executives and tech-
nology professionals.

Aggregating source code productivity and volatility
impacts up to the business process level helps execu-
tives to make informed decisions on issues such as
replacing existing systems, determining whether to
request last minute development changes, approving
additional resources, and investing in new tools, proc-
esses and the use of offshore outsourcing. SCPM pro-
vides solid data to support development estimates and
budget requests as well as proof of performance by the
IT organization and their partners.

“ Effective sour ce code management isthe
foundation for improving the processes by
which softwar e is developed, enhanced and
maintained. Basic controlsare essential to
reduce operational risks, ensure production
stability, safeguard intellectual property,
and protect against malicious attacks. ”

SCPM supports strategic project and application port-
folio management initiatives by supplying ameansto
connect technology investments and their manifesta-
tionsin source code. It provides cost, quality and risk
information that can be aggregated at various levels
within a portfolio assessment.

The connection between these initiatives allows com-
panies to assign a specific business value to a unit of
source code and use that information to drive deci-
sions on reuse, additional investments and risk mitiga-
tion strategies. Business directed code reuse shortens
time-to-market for new functionality, reduces risks
and defects, and generates sustainable decreasesin
development and long-term support costs.®

Where the Improve level identifies and implements
specific improvements to development practices, the
Optimize level institutionalizes the monitoring, man-
aging and enhancing of those practices as part of a
metrics-based continuous improvement process.
SCPM captures the historical data and provides the
analytical capabilities to support continuous improve-
ment efforts on its own or as part of formal SEI
CMMi or Six Sigmainitiatives.

In Conclusion

Source code is simply too valuable an asset to go
without active management. From supporting mis-
sion-critical processesto enabling rapid response to
high-value business opportunities, companies are ut-
terly dependent on their source code. Further, effec-
tive source code management is the foundation for
improving the processes by which software is devel-
oped, enhanced and maintained. Basic controls are
essential to reduce operational risks, ensure produc-
tion stability, safeguard intellectual property, and pro-
tect against malicious attacks.

M ore sophisticated management is needed to support
auditing and compliance efforts, manage and monitor
distributed devel opment and offshore outsourcing
efforts, and improve development and support produc-
tivity. Improving software development and support
processes reduces time-to-market for new functional-
ity while cutting the total cost of ownership over the
life of each software application. Finally and most
importantly, companies need a means to extract
greater business value from their existing application
investments while responding more swiftly and cost
effectively to competitive challenges, business oppor-
tunities and regulatory requirements.

Typical source code management approaches solve
only the most basic issues and fail to capitalize on
knowledge associated with the code and its devel op-
ment to gain high-value benefits in productivity, qual-
ity and improved business performance. Further, most
companies use a mixture of isolated tools and prac-
tices that provide local benefit, but cannot provide
seamless control across all assets or an overall view of
development and support performance. Hence, they
do little to reduce the complexity of source code man-
agement nor do they provide a means of addressing
the challenges and risks of increasing levels of soft-
ware integration.
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By offering a new approach for measuring, monitor-
ing and managing source code, SCPM capitalizes on
your existing SCM investments to provide the capa-
bilities and insight to gain breakthrough improve-
ments in development and business performance. As
shown in figure 4, SCPM supports all levels of source
code management from collecting inventories and
establishing basic controls to providing the measure-
ments and insights to manage and continuously im-
prove development practices, productivity and source
code value. SCPM deliversimmediate value and en-
ables companiesto capitalize on its sophisticated ca
pabilities and accel erating benefits at their own pace.
Regardless of your company’s current sophistication
in source code management, SCPM can improve your
performance while reducing unit costs of development
and support.

Benefits

Acronym Glossary

LOC -- Lines of Code

SCM - Software Configuration Management
SCPM — Source Code Portfolio Manager
SLA — Service Level Agreement

TCO - Total Cost of Ownership

Improve bus.
performance

-- lower unit cost

-- align invest.

-- time-to-market

Reduce
Failures

Improve IT
performance
-- productivity
-- reusability Target
-- dev process spending

Make informed

N
decisions o
-- SLAs g
-- Investments (D) Q
-- Root causes 8 O
Reduce risks o)
o
and failures Improve = Improve
Track bili = process
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Figure 4 — SCPM’s Sophisticated Capabilities Result in Declin-
ing Total Cost of Ownership (TCO) per Unit of Source Code
and Faster Time-to-Market
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